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Research and implementation of data security
for mobile terminal based on TEE

CHEN Shuzhen, YANG Minwei, HE Yao
Guangzhou Research Institute of China Telecom Co., Ltd., Guangzhou 510630, China

Abstract: The three kinds of data security scheme for mobile terminal were analyzed and compared. The framework
of data security for mobile terminal based on TEE was proposed, and the typical mobile payment scheme based on

TEE was discussed. On the basis of the typical scheme, an innovative business plan based on TEE to adjust the

payment amount of fingerprintsdynamically was proposed, and finally the core code was given.
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(1)CA 1 o8 B3 1]

[*CA 1) 2 fb TEE#/

TEEC_InitializeContext(NULL, context);

/*CA Wig TEE M= N A L N7 CA I TA 2
1] 2 16 A O 0 7/

TEEC_AllocateSharedMemory(context,SharedMem0);

FCA BE B BRI L AT B, AT BOLE
T N AE #/

TEEC_InvokeCommand(&session,
FingerprintSetINparamsCmd, &operation, &origin);

[CA BB BIRFA 6 4 i 7 B, il 7 BO A
TS N AT #/

TEEC_InvokeCommand(&session,
FingerprintGetOutparamsCmd, &operation, &origin);

[*CA T TA, fRFF4R 80 %

TEEC_InvokeCommand(&session,
FingerprintStorageCmd, &operation, &origin);

/*CA TR ] TA, B UEFE &0 #/

TEEC_InvokeCommand(&session,
FingerprintAuthenticateCmd, &operation, &origin);

[FCA TR TA, DR A7 Do BA |, i SO 9 52 A
JE RO 15 5+

TEEC_InvokeCommand(&session,
FingerprintSetCAdataCmd, &operation, &origin);

[FCA TR T TA, B URA 3 Kl #/

TEEC_InvokeCommand(&session,
FingerprintGetCAdataCmd, &operation, &origin);

(2)TA Il o5 i3

O SR LUk *

StorageCmd()
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P I TA R A A AE I 4 R 8 i 4R 8 fpdata,
fpdata B CA £ %] TA i 54/

[*fpdata—>fingerprint %7~ CA £ > I 5 &
fpdata—>appid # 7~ CA % f) i ] 1D/*

FingerprintParams* fpdata = NULL;

AR EL
AL, R

fpdata =(FingerprintParams*)TEE_GetlnstanceData();

% R ARG A0 °E size_hash #1 block, ¥ CA 1%
R FE SO AT R EAT S Kt hash®/

TEE_AllocateOperation (&operation, HASH_
ALOGORITHMID, TEE_MODE_DIGEST, *size_hash);

TEE_DigestDoFinal(operation, fpdata —>fingerprint +
i*block, remainder, hash, (size_t*)size_hash);

1% FIREHY ID A S 2 0 R i A E— 77
Bl SCHF 4 RAF R )

filename=fpdata—>appid+hash

TEE_OpenPersistentObject'EE_OBJECT_STORAGE_

PRIVATE, filename, strlen (filename), TEE_DATA_FLAG_
ACCESS_WRITE, (&persistent_storageobyj));
TEE_WriteObjectData (persistent_storageobj, hash,
size_hash);
}
Q@ 45 BURTE */
AuthCmd()
{
1% AR ICTA Fh A N AF I 2 J5 7% 8 35 4 fpdata,
fpdata B CA 3% 5] TA %4 /*
[*fpdata—>fingerprint %78 CA 35K 8 40, &
fpdata—>appid 7~ CA 3% % () i H] 1D/*
FingerprintParams* fpdata = NULL;
fpdata=(FingerprintParams*)TEE_ GetlnstanceData();
[ KA 7 B B T size_hash A1 block, % CA
BRI SO AT E AT 5K ) hash1%/
TEE_AllocateOperation HASH_
ALOGORITHMID, TEE_MODE_DIGEST, *size_hash1);

(&operation,

TEE_DigestDoFinal(operation, fpdata —>fingerprint +
i*block, remainder, hashl, (size_t*)size_hashl);

1% LT ID A4 S0 2 hash] #4345 22 1Y o —

FERHSCHE 27 I TP 19 45 SR
filename=fpdata—>appid+hash1
TEE_OpenPersistentObject(TEE_OBJECT_STORAGE_

PRIVATE, filename, TEE_DATA_FLAG_

ACCESS_READ, (&persistent_storageobyj));

TEE_ReadObjectData(persistent_storageobj, hash2,

*size_ hash, &count);

strlen(filename),

/% % HE hash1 1 hash2 , 05 A 45 00058 12 DA GE #/
}
@ A7 R R | Jn s ot B B S AR 4R Son
IO AR B | B RN 5
SetdataCmd()
{
FFRICTA B N FF 10 4 JR 78 & 45 B fpdata,

fpdata B CA 3£ 3 TA 19 4cH #/
FingerprintParams* fpdata = NULL;
fpdata sFingerprintParams*TEE_GetInstanceData();
1% U fpdata i ZEORAF Y7 BE, FIBKE . 2
RPN FBOK AR R 0, A ORAEIN F B By 0%/
if(fpdata—>F B 1 KJE | = 0){
TEE_OpenPersistentObject (TEE_OBJECT _
STORAGE_PRIVATE, % 1, fpdata—>F Bt 1 £, TEE_
DATA_FLAG_ACCESS_WRITE, (&persistent_storageobyj));
TEE_WriteObjectData  ( persistent_storageobj ,
fpdata—> F Bt 1, fpdata—>F Bt 1 KJE);
J

}
@ 3R B */
GetdataCmd()
{
AR IR TA WA W A7 042 R A2 B4 BT fpdata,
fpdata B TA 3% [1 CA 19 4cH +/
FingerprintParams* fpdata = NULL;
fpdata =(FingerprintParams *[TEE_ GetInstanceData( )
1% FIWG fpdata W B DR A7 097 Br, FIBTIRHG &
RIFIFBOKEEAR R O, A ORAEI F B Ny 0%/
if(fpdata->F B 1 K | = 0)
{
TEE_OpenPersistentObject(TEE_OBJECT _
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STORAGE_PRIVATE, B 1, fpdata—>F Bt 1 K&, TEE_
DATA_FLAG_ACCESS_READ, (&persistent_storageobj));
TEE_ReadObjectData(persistent_storageobj, fpdata—>
FB A, fpdata—>F B 1 KE,
&count);

J

)

A B HR i TA */

SetINparamsCmd(uint32_t
pParams[4])

{

nParamTypes, TEE_Param

P AR TA B A AF 1 42 R B4 BT fpdata,
fpdata f£77 CA %3 TA B4 */
FingerprintParams* fpdata = NULL;
fpdata=FingerprintParamsJTEE_GetlnstanceData(}
[ AR SEE N A Y o Bk TA 978 B fpdata
1, pParams B 152 47 #/
switch(pParams[0].value.a)
{
case B 1:
{
fpdata—>F B 1 K = pParams[2].value.a;
fpdata—>F Bt 1: = TEE_Malloc(fpdata—>
Bl K, 0);
TEE_MemMove(fpdata—>Et 1, pParams[1].
memref.buffer, fpdata—> Bt 1 £ Ji);
break;

}
11 fpdata BEE 4 R 78 & i TA oAb & B0 A
TEE_SetlnstanceData((void*)fpdata);
}
©+*/*TA 3A KA I CA */
GetOutparamsCmd( uint32_t
pParams[4])

{

nParamTypes, TEE_Param

AR ICTA FAH 9 AF I 4 Jm A8 A A fpdata,
fpdata PR A7 TA 3% 1] CA HECHE */

2017036-7

FingerprintParams* fpdata = NULL;

fpdata =(FingerprintParams*)TEE_GetInstanceData();

/% 38 TA 1975 & fpdata 1957 Be 3% [l 2L 2 47
pParams Hl 3t 5 77 #/

switch(pParams|0].value.a)

{

case T8 1:
{
TEE_MemMove (pParams|1].memref.buffer,
fpdata—>F Bt 1, fpdata—>F Bt 1 K JE);
pParams|2].value.a = fpdata—>F B 1 K J&;
break;

}

@ B

enum TEE_CRYPTO_ALGORITHM_ID

{

TEE_ALG_AES_ECB_NOPAD = 0x10000010, /#* <%
7 . AES_ECB_NOPAD */

TEE_ALG_DES_CBC_NOPAD = 0x10000111, /#* <%
7 :DES_CBC_NOPAD #/

TEE_ALG_RSA_NOPAD = 0x60000030, /#* < ¥ .
RSA_NOPAD */

TEE_ALG_MD5 = 0x50000001, /**<& 3% . MD5 */

TEE_ALG_SHAT = 0x50000002, /**<%5 % ;SHA1 */

TEE_ALG_SHA256 = 0x50000004, /<454 .SHA256 */

)
6 ZRIB

TEG BLTEE J5 % 488U b (B it ) TR 80
E (2 SA B 0E ) R AT {5 SRS R 28 3 B4 8 i TEE
SRR, A BT RO R 2 BB K 2R 2 CC
EAL2+, & Y0 % sh Z o Bt % 2 0 k5 . AR AERE
BB A BB &R G T R G,i8E
WEEHELSS SIM R SE Z4f ), itk +TEE+
SE i % A5 2 2 b B IR R I % 2 U CC EAL2+4
T+ & CC EALS+, $64+TEE+SE £ 4 B Tis B R 15
SIM , Jf- #& it TEE+SE #4922 5 b & 258 J1 , I sl f —
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